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1. Introduction

At Bedford College (the College), we are committed to providing high-quality vocational
education in a caring, supportive, and values-driven environment. As a not-for-profit Registered
Training Organisation with a proud legacy since 1943, our mission is to empower students
through innovative training, strong industry connections, and a holistic approach to learning that
nurtures both capability and character.

Our policies and procedures outline the standards, expectations, and support systems that
guide our operations and ensure a safe, inclusive, and effective working and learning
environment for all. They reflect our Christian foundation and our dedication to staff wellbeing,
student care, organisational integrity, and continuous improvement.

2. Purpose

The purpose of this policy is to outline how the College collects, holds, uses, and discloses
personal information including sensitive information as defined in the Privacy Act 1988 (Cth) as
amended (the Privacy Act), how it complies with the Australian Privacy Principles (APPs) and to
demonstrate our commitment to ensuring personal information is protected as required under
the Privacy Act.

3. Scope

This policy applies to all College operations, including its NSW and ACT campuses and all
domestic and international student activities. Our employees, contractors and volunteers
(referenced in this policy as ‘staff’) and students are to comply with this policy.

4. Information we collect and securely store

The College respects the personal information of the people it deals with, including its
students, staff, service providers. We handle your personal information in accordance with
the Privacy Act.

The College is committed to operating in accordance with the Standards for Registered
Training Organisations 2015 (specifically Clause 3.6 Participate in the Student Identified
Scheme) and Standards for Registered Training Organisations 2025 Compliance Standards —
Accountability — Division 3 — Compliance with laws. As such, the College is required to comply
with the Privacy Act.

We collect information about you in a variety of ways, including during employment and
enrolment onboarding, when you visit our website, and when you use our services or deal with
us in some other way.

Refer to Appendix 1 for detailed information for detailed information on how we comply with
the Australian Privacy Principles, including:

how we collect information

the type of information we collect

how we use your information

when we disclose your information

your access to your personal information

how we store your information

retention and destruction of personal information
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5. When we disclose your personal information

We may disclose your personal information:

e to government agencies and regulatory authorities, including law enforcement
agencies
e as permitted or required by law

6. How we store your personal information

We take all reasonable security safeguards to ensure that your personal information is
protected from unauthorised access, use, modification or disclosure. However, as the
internet is not always secure, we cannot be responsible for the security of any information
you transmit over the internet.

Where data is stored or backed up by third-party IT providers in overseas jurisdictions, the
College will ensure that those providers are subject to binding contractual obligations
consistent with the Australian Privacy Principles.

7. Children and Young People
In line with legislative reforms, the College will ensure:

e High privacy settings by default

¢ Restricted use of children’s personal data for marketing or profiling

e The College will monitor the OAIC’s forthcoming Children’s Online Privacy Code (to be
registered by 10 December 2026, commencement date not yet confirmed) and update this
policy and its practices as required once the Code’s requirements are finalised. Note: as at
the date of this policy, there is no general statutory right to erasure under the Privacy Act

8. Employee Data Categories
In accordance with Fair Work record-keeping requirements, the following data will be recorded:

Recruitment and background check data (resumes, police checks, WWCC)
Employment contracts and performance records

Payroll, superannuation, and tax file number (TFN) data

Health and wellbeing data (WHS, medical certificates, counselling)

ICT and system access logs

And will be managed in accordance with this policy.

9. Automated Decision-Making

Where significant decisions (such as course admissions, course progression or assessment
marking) involve automated decision-making systems, we will disclose this in our privacy
notices in line with the reforms and will ensure accuracy and fairness in the operations of any
automated decision-making processes. Personal information will be entered into these
systems from time to time to assist the College in the decision making and record keeping
process; this personal information includes student academic records and personal identity
details. We will provide further information about these processes upon request.
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10. Doxing

Doxing is the targeted release of personal information in a malicious manner using a carriage
service.

There are criminal offences which relate to doxing and the College has a zero tolerance for any
doxing activity.

11. Our Responsibilities

Board: The College Board is responsible to approve the Privacy Policy and monitor its
implementation organisation-wide by the CEO

CEOQO: The College CEO is responsible to implement this policy organisation-wide including
ensuring that all staff receive induction and regular refresher training, and are equipped to
comply with this policy

Staff: All staff are required to be aware of this policy, including amendments over time and to
comply with this policy in the course of their role at the College

Privacy Officer: The College’s nominated Privacy Officer is responsible for coordinating the
College’s response to a suspected or actual data breach in accordance with the Data Breach
Response Procedure, including escalation to the Interim CEO and the Board where required

12. Records Management

All personal information and records are maintained in accordance with the Records
Management Policy.

While certain employee records held in relation to current or former employment are exempt
under the Privacy Act, the College voluntarily applies the Australian Privacy Principles (APPs)
to staff data management wherever practicable, in line with ethical and sector best practice.

13. WHS and Psychosocial Safety Data
Personal information, including sensitive information relating to workplace health, safety, and
wellbeing (which are affected by the Work Health and Safety Act 2011 (NSW) and associated
regulations) is managed in compliance with the APPs

14. Monitoring and Improvement

Organisational practices for compliance with privacy obligations are monitored by the College’s
CEO with areas for improvement identified and actioned. (See Continuous Improvement
Policy)

15. Privacy Impact Assessment (PIA) Commitment
The College will conduct Privacy Impact Assessments (PIAs) before implementing or

substantially changing systems that collect or process personal information.

16. Questions and feedback

Questions or feedback about this policy, including any concerns about how the College manages
personal and sensitive information, should be directed to:
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Bedford College CEO
Telephone: 1300 174 174 or +61 2 8572 3260
Email: info@bedford.edu.au

17. Complaints
Complaints can be made to the College’s CEO. If unresolved, students may complain to:

o Office of the Australian Information Commissioner (OAIC)
o NSW Privacy Commissioner (for NSW students)
e ACT Information Privacy Commissioner (for ACT students)

18. Documentation and related policies

The College complies with all applicable laws, including privacy and confidentiality obligations.
This policy should be read in conjunction with:

Privacy and Other Legislation Amendment Bill 2024 (Cth)

Privacy and Personal Information Protection Act 1998 (NSW)

Privacy Act 1988 (Commonwealth)

Australian Privacy Principles

Privacy (Tax File Number) Rule 2015

Spam Act 2003 and Do Not Call Register Act 2006

Standards for Registered Training Organisations (2015)

Standards for Registered Training Organisations (2025)

Data Provision Requirements Instrument 2020

ACT Information Privacy Act 2014

ACT Workplace Privacy Act 2011

NSW Workplace Surveillance Act 2005

Relevant College Policies

Data Breach Response Procedure

Standards for RTO’s — 2025

National Code 2018, Standard 3 — protection of personal information of overseas students
Fair Work Act 2009 (Cth)

Fair Work Legislation Amendment (Protecting Worker Entitlements) Act 2023 (Cth)
Privacy and Other Legislation Amendment Bill 2024 (Cth)

Workplace Surveillance Act 2005 (NSW) & Regulation 2012

State Records Act 1998 (NSW)

Territory Records Act 2002 (ACT)

State Records Act 1998 (NSW)

Territory Records Act 2002 (ACT)

Work Health and Safety Act 2011 (NSW)

* Work Health and Safety Regulation 2017 (NSW)

» Work Health and Safety (Psychosocial Risks) Regulation 2022 (NSW)
» SafeWork NSW Code of Practice: Managing Psychosocial Hazards at Work (2023)
Online Safety Act 2021 (Cth)

Criminal Code Act 1995 (Cth) —

Doxxing Amendments (2024 Standards for RTOs 2025 (Cth)

OAIC Notifiable Data Breach Scheme Guidance (2024)
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19. Policy audit

The College will conduct an internal privacy audit at least every two years to assess

compliance with the Australian Privacy Principles, data breach response procedures, and state

surveillance laws.

20. Review of this policy
This policy will be reviewed annually.

21. Revision History

Creation / Created /
Revision Version Comment Reviewed B
Date y
1.0 Policy created (chcoa;fe
05/09/2022 2.0 Policy updated (Sc“éggna”
Policy updated and added 3.8 S Dixon
14/06/2024 3.0 Notifiable Data Breach (NDB) Scheme (CEO)
4/11/2024 3.1 Policy L_deated in keeping with child S Dixon
protection requirements (CEO)
28/04/2025 4 Updated to include RTO Standards (SCE'S‘;”
Updated to include Privacy Legislation S Dixon
28/9/2025 5 amendments and remove Student (CEO)
privacy to separate policy
Legal review conducted, including Sno(;/erance
14/8/2026 6 Data Privacy Breach Response Nominations
Procedure Committee
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Privacy Policy - Appendix 1

1. Definitions

a. Personal Information is defined in the Privacy Act to mean “information or an opinion
about an identified individual, or an individual who is reasonably identifiable:

i. whether the information or opinion is true or not; and
ii.  whether the information or opinion is recorded in a material form or not.

b. Sensitive Personal Information is defined in the Privacy Act to mean “information or an
opinion about an individual” that is also personal information, such as:

i. racial or ethnic origin; or

ii. political opinions; or

iii. membership of a political association; or

iv.  religious beliefs or affiliations; or

v. philosophical beliefs; or

vi. membership of a professional or trade association; or
vii.  membership of a trade union; or
viii.  sexual orientation or practices; or

ix.  criminal record; or

X. health information about an individual; or

xi.  genetic information about an individual that is not otherwise health information; or
xii.  biometric information that is to be used for automated biometric verification or

biometric identification, or biometric templates.

2. Open and Transparent Management of Personal Information
The College will :
a. Ensure that personal information is managed in an open and transparent way.

b. Take reasonable steps to implement practices and procedures that will facilitate dealing
with enquiries or complaints from individuals regarding compliance with the Australian
Privacy Principles (APPs).

C. Ensure that it maintains an up-to-date policy about the management of personal
information.
i. Ensure that the College Privacy Policy contains the following information:
i. The kind of information that is collected and held;

iii. How the information is collected and held;

iv.  The purposes for which information is collected, held, used and disclosed;

v. How an individual may access their personal information that is held by the
College and seek correction of such information as necessary;

vi.  How the individual may make a complaint about a breach of the APPs and how
the College will deal with such a complaint (See Complaints Policy and Staff
Grievance Policy and Procedure);

vii.  Whether the College is likely to disclose personal information to overseas
recipients, and if so the countries in which such are likely to be located.

d. Provide the Privacy Policy free of charge and in such form as appropriate, and as is
reasonable.

3. Anonymity and pseudonymity

The College will :
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a. Respect that individuals may not wish to identify themselves when making enquiries on
or receiving the College’s products and services;
b. However, the College requires full personal details as required by law and for

identification purposes from students, staff members and contractors

If you do not provide information when required by the College to do so, the College may be
unable to offer you or provide you with services. For instance, if you do not provide us personal
information to allow us to identify you, the College may be unable to process your enrolment.

4. Collection of Personal Information

The College will not collect personal information from you unless that information is necessary
for one or more of its functions or activities, or is required by law. Individuals will be notified at
or before collection (or as soon as practicable after) that information collection has taken place
and, where relevant, will be advised on the purposes of collection, any access rights and
overseas disclosures.

The College advises that it is required by law to collect, hold, use and supply personal
information, in accordance with the National VET Provider Collection Data Provision
Requirements.

The types of personal and sensitive information we may collect will be dependant upon the type
of dealings we have with you. Information collected for staff members, students, suppliers,
visitors to our website, will vary. Information collected may include:

a. identification and contact information, including your name, address, date of
birth, gender and citizenship status;

b. health information and other sensitive information, including information about
your racial and ethnic origin;

c. financial information, including your tax file number and credit card details;

d. information about your education and other related information

e. unique student identifier and course details;

f. information about your employment history;

g. background checks, including police checks and working with children checks

if you apply for employment or other positions that require such checks;

h. location information, including IP address and third party sites you access while
using the College facilities and systems; and

i. information about how you use our products and services, including information you
provide when giving feedback or in response to surveys or competitions.

The College will only collect sensitive information (as defined in Appendix 1) with the
individual’'s consent, unless an exception under the Privacy Act applies (for example, where
collection is required or authorised by law, or is necessary to lessen or prevent a serious threat
to life, health or safety).

The College will take reasonable steps at or before the time of collection to ensure that you are
aware of:

Who we are and how to contact us;

How to gain access to your own information;

The purpose for which the information is being collected;

Any organisation to which we would normally disclose information of that kind;

Any law that requires the particular information to be collected;

The main consequences for the individual if all or part of the information is not provided.

~0o0oTp®

If the College receives unsolicited personal information (i.e unsolicited or misdirected emails,
marketing materials), the College will assess the information received and, if not required for a
purpose under this policy, the information will be destroyed or de-identified as soon as
practicable, unless unlawful or unreasonable.
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5. How we collect your personal information

The College may collect information from you in the following ways:

a.

b.

When you register your interest online, apply for enrolment, request certain services or
products, or otherwise contact or do business with us.

Information may be collected from enrolment forms, certified documents, telephone
calls, emails, letters sent by you.

Information may be collected from third parties, such as other training providers,
regarding confirmation of training and ongoing professional development that you have
attended, as permitted by you.

directly from you or your authorised representatives (for example, when you or your
authorised representative provide information to us or our representatives in person or
by phone or email, in an application form, in a survey or competition form, when you
apply for VET student loans, when you enrol in a course, when you access or submit
information through our websites, or when you otherwise transact with us);

from third parties such as your employer and our business partners, subcontractors and
other service providers we use in connection with your enrolment at the College;

from publicly available sources of information; and

from social media sites and applications (when you contact or otherwise engage

with us through those sites and applications).

Should the College collect information about you from a third party we will take reasonable
steps to ensure that the individual is or has been made aware of the matters listed above
except to the extent that making the individual aware of the matters would pose a serious threat
to the life or health of any individual.

6. Dealing with Personal Information

a.

The College will not use or disclose personal or sensitive information for any purpose
other than what it was collected for, unless the relevant person has provided written
consent to use or disclose that information in circumstances that are different to those for
which it was collected. The circumstances where an exception may occur are:

i.  Where the use or disclosure of this information is required or authorised by or
under an Australian law or a court/tribunal order;

ii.  The individual would reasonably expect the College to use or disclose the
information for a secondary purpose;

iii. A permitted health situation exists in relation to the use or disclosure of the
information by the College;

iv. A permitted general situation exists in relation to the use or disclosure of the
information by the College;

v. The College reasonably believes that the use or disclosure of the information is
reasonably necessary for one or more enforcement related activities conducted
by, or on behalf of, an enforcement body.

The College collects your personal information so as to:

i. To ascertain or confirm your identity;
ii. Process applications;
iii. to assess your eligibility to enrol with us, including any eligibility for funding or
other assistance;
iv. to assess any applications for employment with us;
v. to conduct appropriate credit and background checks;
vi. Record and maintain your details;
vii.  Administering training programs;
viii.  Record and maintain details of your ongoing training and assessment;
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Xi.
Xii.

Xiii.
Xiv.

XV.
XVi.
XVii.
XViii.

XiX.
XX.

to communicate with you and your authorised representatives, including any
nominated parent/guardian or homestay provider;

to process a VET student loan application and submit information to the Australian
Government — Department of Education and Training;

to submit information to other government agencies, regulatory authorities and
other organisations as necessary;

to facilitate any student / work placements with us, our customers or business
partners;

to provide our products and services to you (including related information);

to assist you with your enquiries or to investigate any complaints, including any
alleged misconduct or illegal activities;

to improve our service delivery to you, including to improve or develop our
products and services, to perform research and analysis and to conduct surveys;
to administer and manage our business, including the products and services we
provide to you and for billing and account purposes; and

as permitted or required by law, including assisting law enforcement and
government agencies and regulatory authorities.

Provide you with details regarding client services, benefits, and training
opportunities;

Notify you about upcoming events and opportunities;

Report to relevant authorities as required by law.

C. Direct Marketing:

May use personal information (specifically your name and relevant address
details) and information about your preferences for direct marketing (i.e. the
communication channels which you prefer for receiving direct marketing from
us and the types of products and services in which you are interested in) so as
to let you know about our services and benefits, where we have your consent.
Provides an opt-out and/or unsubscribe method that is easily accessible for
individuals to request not to receive direct marketing communications.

d. Cross Border Disclosure

The College does not disclose personal information to overseas recipients unless prior
written approval is received by the individual who the personal information relates.

e. Adoption, use or disclosure of Government Related identifiers

The College:

Is required by law (Student Identifier Act) to collect, maintain and report to
relevant Government agencies the individual’'s Unique Student Identifier (USI)
number in accordance with the National VET Provider Collection Data
Provision Requirements.

Will not disclose the Unique Student Identifier (USI) number for any other
purpose, including on any Certification documents you receive.

Must not adopt the Unique Student Identifier (USI) number as its own identifier
of the individual.

7. Storage, Integrity and Security of Personal Information

a. Quality of personal information - the College will take steps, as are reasonable, to ensure
that the personal information it:

Collects is accurate, up to date and complete;
Uses or discloses, having regard to the purpose of the use or disclosure, is
accurate, up to date, complete and relevant.
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b. Storage and security of personal information - the College will take reasonable steps to
ensure that all personal information or sensitive information we collect is held in a secure
format and protected from loss and misuse, as well as unauthorised access,
modification, disclosure, alteration or destruction. The information may be held either in
hard copy or electronically.

We will hold the information we collect on systems managed and maintained by us
and/or our third-party IT and database service providers who may create a backup of our
data and store that backup in overseas jurisdictions.

8. Retention and Destruction of Personal Information

Where possible the College will destroy or de-identify personal and sensitive information as
soon as practicable once it is no longer needed for the purpose for which it was collected. We
will take reasonable steps and use appropriate techniques and processes when destroying
information.

The College will securely retain any records related to staff, contractors, and students, child
protection concerns, and insurance policies, for the period set out in the College’s Record
Retention Schedule.

9. Access to, and correction of, Personal Information

The College provides all clients with electronic access to their own personal records, where the
individual can update and maintain their own personal information.

The College will at request of the client share personal information only if the client has signed
the Privacy Disclosure Form, naming the person/s to share the information with.

In some circumstances, the College may not permit access to individuals for their personal
information. If this is ever the case, the College will provide full details for the legal reasons for
this decision. These may include that the College believes:

a. That giving access to the information would pose a serious threat to the life, health or
safety of the individual, or to public health or public safety; or

b. Giving access would have an unreasonable impact on the privacy of other individuals; or
C. The request for access is frivolous or vexatious; or
d. The information relates to existing or anticipated legal proceedings between the College

and the individual, and would not be accessible by the process of discovery in those
proceedings; or

e. Giving access would reveal the intentions of the College in relation to negotiations with
the individual in such a way as to prejudice those negotiations; or

f. Giving access would be unlawful; or
g. Denying access is required or authorised by or under an Australian law or a court/tribunal
order; or

h. Both of the following apply:

i. The College has reason to suspect that unlawful activity, or misconduct of a
serious nature, that relates to the College functions or activities has been, is being
or may be engaged in;

ii.  Giving access would be likely to prejudice the taking of appropriate action in
relation to the matters; or
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10.

i. Giving access would be likely to prejudice one or more enforcement related activities
conducted by, or on behalf of, an enforcement body; or

j. Giving access would reveal evaluative information generated within the College in

connection with a commercially sensitive decision-making process.
When dealing with requests for access to personal information, the College will:

i. Respond to request for access within 30 days of the request, if from an individual,
and within a reasonable time, if the request is from an organisation; and

ii. Provide access to the information in the manner requested, if it is reasonable and
practicable to do so.

The College does not charge a fee for access to personal information. The exception is re-
prints of certification documentation previously supplied.

With regard to the correction of personal information held:

i. should the College be satisfied that information is inaccurate, out of date,
incomplete, irrelevant or misleading, the College will take such steps as
reasonable to correct the information to ensure that, having regard to the purpose
for which it is held, the information is accurate, up-to-date, complete, relevant and
not misleading.

ii.  Should the College refuse to correct information, the College will give written
notice to the individual that sets out:

e The reason for refusal
e The mechanisms available to complain about the refusal; and
¢ Any other matter prescribed by the regulations.

Notifiable Data Breach (NDB) Scheme

The Notifiable Data Breach scheme requires entities to notify particular individuals and the
Commissioner about ‘eligible data breaches’.

An eligible data breach arises when the following three criteria are satisfied:

a. There is unauthorized access to or unauthorised disclosure of personal information, or
a loss of personal information, that an entity holds.

b. This is likely to result in serious harm to one or more individuals.

C. The entity has not been able to prevent the likely risk of serious harm with remedial
action.

Should a situation arise whereby the College suspects that an eligible data breach may have
occurred, this must be managed in accordance with the College's Data Breach Response
Procedure. The Privacy Officer must be notified immediately in writing, and an assessment of
the situation will be conducted (using the Data Breach Assessment Template at Annexure A to
the Procedure) within the statutory timeframe to decide whether or not there has been an
eligible data breach.

Following the assessment, if the College has reasonable grounds to believe that it has
experienced an eligible data breach, the College will promptly notify individuals and the
Commissioner about the breach, unless an exception applies.

This policy is to be read together with, and is subject to, the College's Data Breach Response
Procedure (as adopted by the Board), which sets out the College's detailed containment,
assessment, notification and remediation steps, together with the respective responsibilities of
the Privacy Officer and Interim CEO in responding to a data breach.
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